
It’s nothing to do with the fear that your teenage 
children will hold a party when you go away for the 
weekend... 

Zero trust is actually about technology security. It’s 
one of the most secure ways to set up your network, 
although it can have a very negative effect on produc-
tivity.

Most networks take a ‘trust but verify’ approach. They 
assume every device that connects is supposed to 
be there. Access the network once and you can go 
anywhere. 

Imagine you’re using a security pass to access a buil-
ding… and once inside there are no further security 
checks, so you can get into every single room.

Cyber criminals love this approach, for obvious rea-
sons.

Zero trust is the opposite approach. Every login and 
device is treated as a potential threat until it’s authen-
ticated, validated, and authorised.

Once in, you can’t access other parts of the network wi-
thout going through this process again.

Back to the building analogy – once inside the building 
you are surrounded by security doors and must use your 
security pass to get through each one. If your pass isn’t 
valid, you’re limited where you can go.

Zero trust has its uses, especially with so many people 
working remotely these days. But it can have a negative 
effect on your workflow and can slow down your team.

If you want to talk through whether it’s right for your 
business, get in touch.

What does ‘zero 
trust’ actually mean?  
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Helpful
Microsoft 
feature
Breakout 
rooms coming 
to Android 
If you use Microsoft 
Teams on an Android 
device, you might 
have discovered 
you’re excluded 
from using breakout 
rooms. There simply 
hasn’t been the 
capacity for it. 

From January, this 
should change. The 
breakout room 
feature is set to roll 
out on Android, 
making meetings 
more productive for 
everyone. 

Not long to wait.

Guide to better End-
point protection

Endpoints are the collection of comput-
ers, mobile devices, servers, and smart 
gadgets that make up your company’s 
network and IT infrastructure.

Each of those devices is a chance for 
a hacker to penetrate a company’s 
defenses.

64% of organisations have experienced 
one or more compromising endpoint
attacks.

The following solutions are focused on 
the protection of endpoint devices.

Address Password Vulnerabilities

Passwords are one of the biggest vul-
nerabilities when it comes to endpoints.

Poor password security and breaches 
make credential theft one of the biggest 
dangers to cybersecurity.

Address password vulnerabilities in 
your endpoints by:

• Training employees on proper pass-
word creation and handling

• Look for passwordless solutions, 
like biometricsInstall multi-factor 
authentication (MFA) on all accounts

Update All Endpoint Security Solu-
tions  
You should regularly update your 
endpoint security solutions. It’s best to 
automate software updates if possible 
so they aren’t left to chance.  
Firmware updates are often forgotten 
about.  
But they are just as important for en-
suring your devices remain secure and 
protected. 

Use Modern Device & User Authenti-
cation 
 
How are you authenticating users to 
access your network, business apps, and 
data?  
If you are using only a username and 
password, then your company is at high  
risk of a breach.  
Use two modern methods for authenti-
cation:

• Contextual authentication
• Zero Trust approach (Trust but 

Verify)

Throughout the Device Lifecycle 
 
From the time a device is first purchased 
to the time retires, you need to have 
security protocols in place.  
Examples of device lifecycle security 
include when a device is first issued to 
a user. This is when you should remove 
unnecessary privileges.  
When a device moves from one user to 
another, it needs to be properly cleaned 
of old data and reconfigured for the new 
user.  
When you retire a device, it should be 
properly scrubbed. 

Prepare for Device Loss or Theft 
 
Unfortunately, mobile devices and 
laptops get lost or stolen. When that 
happens, you should have a sequence of 
events that can take place immediately. 
This prevents company risk of data and  
exposed business accounts.

STORIES

This is how you can get in touch with us:
CALL: 01392 796779 | EMAIL ask@bluegrass-group.com
WEBSITE: www.bluegrass-group.com



DID YOU KNOW?

Checklist for offboar-
ding employees
When an employee leaves a company,
there is a process that needs to
happen.

This is the process of “decoupling” the
employee from the company’s
technology assets. This digital off-
boarding is vital to cybersecurity.

Here are some suggestions

• Knowledge transfer
• Address Social Media connections 

to the company
• Identify all Apps & logins the  

employee has heen using for work
• Change their email password
• Change employee passwords for 

Cloud business Apps
• Recover any company devices
• Recover data on employee 

personal devices
• Transfer data ownership & close 

employee accounts
• Revoke access by employee’s  

devices to your Apps and network
• Change any building digital 

passcodes

Let your IT partner know of the leaver 
and they can do a lot of the above for 
you.

One of the most difficult types of 
attacks to detect are those performed 
by insiders. 
 
An “insider” would be anyone that has 
legitimate access to your company 
network and data via a login or authorised 
connection. 
 
Because insiders have authorised system 
access, they can bypass certain security 
defenses, including those designed to 
keep intruders out. 
 
Since a logged-in user isn’t seen as an 
intruder, those security protections aren’t 
triggered. 
 
A recent report by Ponemon Institute 
found that over the last two years:

• Insider attacks have increased by 
44%

• The average cost of addressing 
insider threats has risen by 34% 

4 Types of Insider Threats

• Malicious/Disgruntled employee
• Careless/Negligent employee
• 3rd Party with access to your systems
• Hacker that compromises a password 

Here are four ways to mitigate insider 
threats

Thorough Background Checks

When hiring new employees make sure 
you do a thorough background check.

Malicious insiders will typically have red 

flags in their work history.

You want to do the same with any 
vendors or contractors that will have 
access to your systems.

Endpoint Device Solutions

Mobile devices now make up about 60% 
of the endpoints in a company. But many 
businesses aren’t using a solution to 
manage device access to resources.

Put an endpoint management solution in 
place to monitor device access. You can 
also use this to safelist devices and block
unauthorised devices by default.

Multi-factor Authentication & 
Password Security

One of the best ways to fight 
credential theft is through multifactor 
authentication.

Hackers have a hard time getting past the 
2nd factor.

They rarely have access to a person’s 
mobile device or FIDO security key.

Network Monitoring

Use AI-enabled threat monitoring.

This allows you to detect strange 
behaviours as soon as they happen.

For example, someone downloading a 
large number of files.

Or someone logging in from outside the 
country.
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Insider threats are getting more dangerous!
Here’s how to stop them

This is how you can get in touch with us:
CALL: 01392 796779 | EMAIL ask@bluegrass-group.com
WEBSITE: www.bluegrass-group.com

Tech Fact!
No one knows the identity 
of the founder of Bitcoin, 

only his pseudonym, Satoshi 
Nakamoto.



Question: Someone on my 
team fell for a phishing 

email. How can I prevent 
this from happening again?          

Answer: Phishing emails look like 
they’re from reputable companies 
but they are scams. The criminals 

are trying to get malware onto your 
system, steal login details or get you 
to make a fraudulent payment. You 
need a blend of protective software 

and regular cyber security awareness 
training. Contact us and we’ll advise 

the right mix for your business. 

Question: Is my small 
business really a target for 

ransomware?         

Answer: Yes! Don’t make the 
mistake of believing that because 
you’re not a big corporation you’re 

not on cyber criminals’ radar. In fact, 
small businesses are a bigger target 
because they often have lower levels 

of security.

Question: Should I block 
social media websites for my 

employees?            

Answer: You can, but would 
that create trust issues? Rather 
than blocking websites, create a 
social media policy outlining the 
consequences if social media is 

abused.

Some people say that the expectation 
of privacy is now gone. The websites 
we visit get tracked, your smartphone 
can create maps of where you’re going, 
and advertisers know what you just 
bought at the grocery store. With smart 
gadgets, we also invite the world into 
our homes in some dangerous ways.

Some of this we bring on ourselves. 
Oversharing on social media is com-
mon. People post photos that criminals 
can piece together to build an entire 
profile of likes, dislikes, and where 
someone lives and shops.

But it’s not all our fault. App develop-
ers aren’t always transparent about 
what you’re opting into when you sign 
up. Some even opt you into network 
sharing automatically and make you 
opt-out. This can be scary for both 
family privacy and the cybersecurity of 
a business.

Instructions found on websites to im-
prove privacy can be convoluted. Some 

sites also purposely give you so many dif-
ferent privacy controls that it’s too much 
of a hassle to figure them out.

But if you just give up and take the quick 
and easy route, you put yourself, your 
family, your business at risk. Online priva-
cy isn’t gone. It’s just harder to find these 
days.

If you need some help improving your 
digital security, just let us know. We can 
do a privacy checkup for you and help you 
better secure your accounts. 

Get in touch, we can help. 

Regards

Joint Managing Director

Not delighted with your IT Support?

We’d love to chat. 

We offer flexible IT support packages that can be 
tailored to your business. 

We support in house teams or can be your complete IT 
Partner. 

Request a quote today.
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