
VIPRE SAFE SEND EMAIL PROTECTION

Have you ever mistakenly sent an email to the wrong person? Perhaps you glanced up at an autocomplete 
email address, saw that it looked correct, and hit send … only to realise it was the wrong “Mike”? Most of us 
have done this at least once and that sinking feeling can be uncomfortable and embarrassing. For public 
organisations and businesses that must adhere to strict compliance and regulatory requirements such as 
solicitors, accountants, financial services, care homes, and healthcare, the results can have a severe financial 
impact.

SafeSend solves the problem of misaddressed emails

Use SafeSend to confirm external recipients and attachments in 
Microsoft Outlook when sending outgoing emails.

VIPRE SafeSend is an Outlook add-in used to prevent 
misaddressed email or inadvertent autocomplete email 
mistakes by requiring the user to confirm external recipients 
and file attachments before an email can be sent.

• Confirm external recipients and attachments in outgoing 
emails. Proactively prevents data leakage due to 
autocomplete.

• Create a white-label customised version with your 
corporate logo and style.

• Use a user interface adjusted for your audience.

• All settings in SafeSend are configurable using Windows 
Group Policy and can be specified on a per-group basis.

• Deploy SafeSend to tens of thousands of users using SCCM 
or any other deployment tool. There is no limitation in 
terms of user count.

• Add DLP functionality (optional) to automatically scan 
outgoing emails and attachments to ensure sensitive data 
does not leave your network.

VIPRE’s native email encryption
An external sender pretending to be the Managing Director with 
a spoofed email address will get caught. Replying to a spear 
phishing email will display the SafeSend confirmation window.

Prevent Spear Phishing

The preventative function of SafeSend aligns with GDPR Article 
32 “to implement appropriate technical and organisational 
measures together with a process for regularly testing, assessing 
and evaluating the effectiveness of those measures to ensure the 
security of processing”.

GDPR compliant

SafeSend can be triggered under different conditions. The most 
common option is to display SafeSend for all external emails 
being sent outside the company. The second most common 
option is to display it only when files are sent externally.

SafeSend can also be configured to be triggered only when there 
is a DLP match in an external email.

Trigger options

Improve GDPR compliance and ensure your confidential data is 
not being shared inappropriately via email.

Often the contents of emails and attachments can be highly 
confidential, containing proprietary data, financial information, 
personally identifying information (PII) and other data that 
could lead to violations of SOX, and/or GDPR regulations to 
name only a few.

Email recipients

Corporate branding and the ability to include custom text with 
a link to your email/security policy, your users will be reminded 
that your organisation cares deeply about security.

Improve awareness

SafeSend with Data Loss Protection (DLP) further scans 
attachments and email content for particularly sensitive data and 
allows companies to build additional custom DLP rules. Using 
regular expressions you can detect sensitive keywords or data 
patterns inside the email body or attachments such as credit card 
numbers, bank account details or national insurance numbers.

Optional DLP module
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Microsoft Office 365

Comprehensive Cloud based solution of Microsoft Word, 
Excel, Outlook, PowerPoint, SharePoint, OneDrive and Teams.

Email Security

Defends end users against various strains of malware, 
weaponised attachments and phishing emails that evade 
traditional detection.

Email Encryption

Specialised security software technology for protecting 
the confidentiality and integrity of email messages and 
attachments.

SafeSend Email Protection

An Outlook add-in used to prevent misaddressed email or 
inadvertent autocomplete email mistakes.

Security Awareness Training

Security awareness program for your staff to help reduce your 
company’s vulnerability to Phishing email scams.

Office 365 Data Protection

Cloud backup, restore and export solution that covers 
Exchange Online, OneDrive SharePoint Online, and Microsoft 
Teams

Antivirus

A comprehensive defense-in-depth approach to endpoint 
protection with the industry’s best malware detection engine.

Device Disk Encryption

Full disk encryption of your devices to safeguard important 
and sensitive data. An essential first line of defence.

Dark Web Trace

Software that can detect if your company is at risk due to 
stolen and exposed credentials for sale on the Dark Web.

VoIP Phone System

A flexible phone system that can cater for businesses of any 
size, irrespective of whether you have a single site or many 
offices.

Internet Connectivity

Business broadband, fibre, leased lines and for those hard to 
connect areas, satellite broadband.

THE BLUEGRASS 
DIFFERENCE

Your IT infrastructure underpins your business success. It 
needs to support your day to day operations and facilitate 
your future growth.

By choosing this service with Bluegrass Group, you’ll 
benefit from partnering with a Managed Services 
Provider who’s small enough to care, but big enough to 
cope.

Established in 2007 and serving clients across the UK, 
you can rest assured knowing you’re in safe hands. We’ll 
proactively support, protect and enhance your IT systems 
24/7/365 days a year to allow you to get on with what you 
do best.

Unlike some larger providers, you’ll always receive a 
personalised service with dedicated contact every step of 
the way.

Customer service excellence is our number one priority 
and our entire team are here to make your life easier. 
From Relationship Management that truly listens to your 
individual business needs, pain points and goals, to 
Engineers who consistently receive an average score of 5 
out of 5 for support.

You’ll be able to take advantage of having access to 
highly skilled technical experts who can provide you with 
ongoing advice, systems design and implementation

By moving your services to Bluegrass Group, you’ll also 
enjoy a seamless integration experience with a dedicated 
point of contact, plus on-going benefits such as one 
invoice, one phone number and complete compatibility 
across all of the services you take from us.

We are dedicated to enabling our employees to inspire 
businesses to get the most out of technology so that, 
together, we can help you achieve success.

OTHER SERVICES

ALWAYS BY YOUR SIDE


