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Before you start your journey, assess your current 
technology stack in terms of remote capability. 

Ask yourself these questions:

Do all your employees have laptops or will 
you need to buy new hardware? 

Do you have facilities to set up conference 
calls, video calls and share documents 
safely online between colleagues? 

Will any third parties need to join online 
meetings and how can you ensure data is 
shared securely? 

Do you staff have sufficient Wi-Fi in  
their homes?

Are all the documents they’ll need to access 
available online rather than paper copies 
sat on their desks or in drawers?

Organisations are starting to adopt technologies such as 
Microsoft Teams in order to improve staff collaboration 
and communication. If you don’t already, start saving files 
in the cloud using tools such as Office 365 for co-author 
capabilities and instant editing, anywhere, anytime. 

Be sure to review the tools available and invest in 
reputable, tried and tested platforms. Or speak to  
an expert who can advise you on the best option for  
your business. 

If your employees need to use their personal equipment 
for work purposes at home, such as mobiles and laptops, 
you should explicitly state any criteria that needs to be 
met regarding your employees’ own technology so that 
data remains safe and secure. 

As an employer, you also have a duty of care to your 
employees in terms of their home working space. It 
should be as close to their work set up as reasonably 
possible. If you can, offer a suitable chair, a desk and any 
other equipment that might help.  

REVIEW YOUR CURRENT 
TECHNOLOGY AND  
INVEST WISELY

Many businesses have started to 
embrace the benefits of having some 
or all of their workforce set up to work 
from home. With home broadband 
being fast and reliable and employees 
with the right skills being located across 
the globe, remote working is a trend 
that is ever growing. 

With an ever-increasing number of communication 
and collaboration platforms now available to keep 
your employees in touch, its no wonder that we’re 
seeing this shift. 

Despite employer concerns, a remote workforce can 
stay productive, engaged and motivated as long as 
you set it up right from the start. 

This simple guide shows you how.
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1 Log in via a Virtual Private Network (VPN). 
 A VPN encrypts your online data and helps to 
 secure your personal information when you  
 connect via a wireless connection

2 Ensure your passwords are strong

3 Set up two-factor authentication

4 Implement firewalls

5 Install antivirus software

6 Don’t ignore those update pop ups,  
 install updates regularly

7 Keep your data backed up, make use of the cloud

8 Stay alert to phishing emails and cyber scams

9 Lock your devices

 Delete data that’s no longer needed

 Review your incident reporting procedure

On top of all of the above, it’s really important that you 
educate your employees on the importance of data 
security when working remotely. Set up online training, 
test their knowledge. Ensure staff have awareness and 
understanding of all of your remote working policies. 
Remote working could be new ground for you and for 
them, so education and communication is paramount.

Remember remote working policies and procedures 
should be ever evolving as technology and your business 
evolves. Regularly review and update the policies and 
frequently discuss them with your employees to keep 
them front of mind.

Despite fears that employees are less productive at home, 
in actual fact there is lots of evidence that suggests home 
workers are more efficient and productive. They tend to 
start earlier, as there is no commute, they take shorter breaks 
throughout the day and they then continue their work 
beyond their normal finish time. Whilst this might sound 
great, it can lead to burn out, so employees and employers 
must be careful that the right balance is struck to ensure long 
hours don’t become the norm.  

Offering a flexible working approach can support a healthier 
work life balance and promote greater job satisfaction. It also 
demonstrates trust between employer and employee, which 
is important for employee retention. 

There does need to be a very careful balance however as 
some home workers can feel disconnected from the day to 
day hustle and bustle of the business. Follow these simple 
steps to support your remote workforce:

Communicate, lots 
Set up daily calls, group chats and online meetings. It’s 
important staff still feel part of the organisation and essential 
to the business operation. Check in with remote workers by 
video calls or through platforms such as Teams for instant 
messaging. Continue with meetings, just move them online. 

Check their set up 
You don’t want your employees to be working on the floor 
or without suitable equipment, so offer advice and guidance 
on home working ergonomics. Can they take home an office 
chair? Can you supply noise cancelling earphones or a desk? 

Try to ensure their home set up mirrors their office 
environment as much as possible. 

Encourage breaks 
It’s common for home workers to work longer hours, working 
through their lunch and into the evening. Support employee 
wellbeing by encouraging screen breaks and avoiding 
meetings during lunchtime so they can rest and recharge. 
Going out for a short walk during a lunch break is known to 
lift a person’s mood and improve their ability to handle stress 
at work. 

Dress appropriately 
Neither employees or employers should be turning up to 
video calls dressed in their pyjamas. Getting dressed up for 
work normally helps us go through the motions and prepare 
for the day ahead. You don’t need to be suited and booted 
but be presentable. 

As many of us move away from the secure 
and robust environment of the office with 
our devices, files and data, there are many 
ways we can still stay secure at home, here’s 
some of the basics we recommend:

ENSURE DATA SECURITY PROMOTE A  
HEALTHY BALANCE
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Prep 
Find a quiet, private place if you can with minimal 
background noise. Check your camera, set it up so it’s not 
too close and not too far from your face. Beware of your 
background, you don’t want your colleagues to see your 
laundry so have a quick tidy up or sit in front of a blank 
wall if you can. Also, scan yourself in a mirror beforehand 
to make sure you look presentable. 

If it’s a long call, they can drain batteries fast, so don’t 
forget your charger!

Run a tight ship 
To avoid overrunning, set a solid agenda and send it 
around in advance. Join the call a few minutes early to 
benefit from a little social interaction before the meeting 
starts and to allow you to test the call software quality 
and sound. Also, allow everyone a chance to have their 
say. If they haven’t spoken on the call, invite them to share 
their thoughts. 

Avoid distractions 
If it’s a group call, put yourself on mute when you’re not 
talking to avoid a mass of background noise. You can 
always pause your video too to avoid distracting the rest 
of the group, especially if the unexpected happens, like 
your toddler runs in or you spill your tea!

Stay focused 
If there are lots of people on the call it’s easy to get 
distracted with your email being just a click away and a 
hundred other applications open to tempt you away, but 
don’t let them. It will be obvious you’re not listening, and 
you may miss important information or questions that 
come your way. Close down any applications that may 
cause distractions and don’t forget to take notes.

As more and more meetings become virtual, here’s some tops tips to keep them on point:

VIRTUAL MEETINGS

Setting up a remote workforce will throw up 
new challenges, but remember it can be a 
positive for both you and your employees. 
Maintain a sense of connection, provide your 
staff with the right technology, tools and 
devices for the job and demonstrate a level 
of trust. 

For advice and support on the best practises 
and tools to setting up and managing your 
remote workforce, contact us today.
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